IlamaTKa no npo¢uiakTUKe NPecTym/ieHui, COBepPUIeHHbIX C
HCM0/Ib30BaHUEeM MH(OPMALMOHHO-Te/IeKOMMYHUKAI[MOHHBIX

TeXHOJ/IOTHH.

K Haubonee pacripocTpaHeHHBIM BHUaM JIWCTaHI[MOHHOTO MOIIIEHHUUEeCTBa,
coBepIlieHHOT0 Ha Tepputopur CaHKT-IleTepOypra u JIeHUHrpa[CKO# 06/1acTH,
OTHOCSITCSI:

- «(UILIMHT» - BUJ, AUCTAHLIMOHHOTO MOIIIEeHHUUeCTBa, TPU COBepIIeHNH KOTOPOT0
3/I0YMBILLJIEHHUKY (B X0/l TeJie)OHHOTO Pa3roBOpa, MOCPe[CTBOM HarpaB/IeHUs
3JIEKTPOHHOTO TIMChbMa UK CMC - COOOIIeHUS) TTOTyYatoT JIMUHbIE
KOoH(U/IeHIIMa/IbHbIe laHHble 0 0aHKOBCKOW KapTe, HOMepe cueTa, JIOTUHbI U
TapoJiv Zijis BXOZla B UHTepHeT-0aHK, a TakyKe Tapo/iu 6e30MmacHOCTH,
TI03BOJISIFOII[ME TIPOM3BECTH CITMCaHWe HaXOSAIMXCs Ha 0aHKOBCKOM KapTe
JleHeXXHBIX Ccpe/iCcTB. KepTBaMU yKa3aHHOTO BH/@a MOLLIEHHAYECTBA 3aUacTyro
CTAHOBATCS He3all[uIlleHHbIe, Masio0bpa3oBaHHbIe, JOBEPUMBLIE CJIOU HaceeHUs.

[IpescTaBisisiCh 3a4acTyl0 COTPYAHUKaMHU KPeJUTHBIX OpraHU3aLyi,
TIPeCTYITHUKHY BBOJSAT B 3a0/Ty KAeHre TpaXkiaH OTHOCUTE/IbHO COBePIlIaeMbIX
HeCaHKIIMOHUPOBAHHBIX CIHMCAHUMN [IeHEXXHBIX CPeJICTB, OCYI[eCTB/IsIeMbIX
TOKYTIKaX U T,I., TI0CJIe Yero MPOCAT Ha3BaTh KOH(MU/IeHIIUa/IbHbIe CBeJeHUs C
LleJIbI0 MpecevyeHus1 BO3MOXKHOTO COBepIleHus NpecTyrieHus. ['paxxaane, noBepssi
T0J/TyueHHOW MH(MOPMalUH, >Kejlasi 00€30T1aCUTh CBOM JIeHe)KHbIe CPe/ICTBA OT
TIPECTYTHBIX ITOCSATATeTLCTB, COOOIIAIOT 3ampaliiMBaeMyo HHGpopMaIiuio, B
pe3y/bTaTe Yero 3/10yMbIIIEHHUKU MOXHUILAal0T NPUHA/JIeKalllie UM IeHeXKHbIe
CpeJCTBa.

- «(hapmMuHr» - TIpoLieflypa CKpbITOTO HarpaB/eHUsl Ha JI0>KHbIU [P-azipec, To ecTh
HaripaBJIeHHe T10/1b30BaTe/Isl Ha (PMKTUBHBIM BeO-CcalT, yaille BCero UCIo/Ib3yeMblit
JI71s1 IpUoOpeTeHys TOBApOB M YCIyT (0zon.ru, avito.ru, aliexpress.ru, joom,
biglion, kyrmuHaTop, Kaccup.py, bunetep u Apyrue)

- «/IBOMHAs TpaH3aKIusi» (TIPU OTyIaTe TOBApOB U yCJIyT TIpoZiaBer] coobiraeT 06
olTMOKe U Tpe/ijlaraeT TIOBTOPUTD OTIepaliio, a B la/ibHeuIleM JeHe)KHbIe
Cpe/iCTBa OMKUCHIBAIOTCS ABAXKAbI 10 Ka)K/I0M U3 TIPOBEIEHHBIX Orepaljyii)

OcHOBHBIe CXeMbl Te1e()OHHOTO0 MOILLIEHHUYeCTBa:
1.06MmaH 110 TenedoHy.
MollleHHUK 3BOHUT C HE3HAKOMOT0 HOMepa U TIpe/iCTaB/IsIeTCsl POJICTBEHHUKOM
(3HaKOMBIM) U B3BOJTHOBAaHHBIM I'0JIOCOM COOOIIIaeT, UTO 3a/iep>KaH COTPYIHUKaMHU
TIPaBOOXPAHUTE/IbHBIX OPTaHOB Y 0OBUHSIETCSI B COBEPIIIEHUH TOTO UM MHOT'O
nipecTyrieHust (3To MoxkeT ObITh JITTI, XpaHeHHe OPY)KHsI UM HADKOTHKOB,
HaHeCeHHe TSHKKUX TeleCHBIX TIOBPeXKIeHUH U ayke yOuiicTBo). [lajiee B pa3roBop
BCTYTIaeT SIKOObI COTPY/JHUK TTPABOOXPaHUTE/IbHBIX OPTaHOB, KOTOPbIN YBepeHHBIM



TOHOM COO0II[aeT, YTo y’>ke He pa3 IoMorasi JTIAsIM TakuM obpa3om. [s pereHus
BOTpoca HeobXo/[uMa onpeziesieHHasi CyMMa JleHeT, KOTOPYIO CJieflyeT repeBecTH
Ha OTpe/ie/ieHHbIN pacueTHbIN CUeT WK repeJaTb KakoMy-11bo yesoBeky. B
opranu3saiuu obMana 1o tenedoHy ¢ TpeboBaHMEM BBIKYIIAa YUaCTBYIOT HECKOJIBKO
nipecTynHUKOB. Habupast TenedoHHbIe HOMepa Hayrajl, MOIIEHHHK TTPOU3HOCUT
3arOTOBJIeHHYIO (pa3sy, a Aajiee JelCTByeT 1o 00CTOATeIbCTBAM, HO HEPEIKO
yeJIoBeK, KOTOPOMY 3BOHUT MOLIEHHUK, CaM CTy4alHO MO/ CKa3bIBaeT UMsI TOTO,
KOMY HY’KHa TTIOMOII]b.

AHanoruuHbIM 06pa3oM MOT'YT 3BOHUTh MOIIIEHHUKH COTPYAHUKaM
roCy/lapCTBeHHbIX OpPraHoOB, MO0 MpeANpUHUMATESIM U, TIPeJCTaB/ISISICh,
HaTpuMep, PyKOBOAUTe/IeM KaKoro-a1bo rocyapCTBeHHOT0 OpraHa
(MpaBOOXpaHUTENBHOTO, Ha/I30PHOT0, KOHTPOIUPYIOLETO0), MO/ TIPEeJIOTOM
Tiprie3/ia KOMHUCCHU TMPOBEPSIONINX U TPeOyIOT OpraHrn30BaTh MO0 «TeTUIbIH
niprem» B hopMe OecryiaTHOTO TpeAioCTaB/ieHus yoIyT (MUTaHue, TIoJapKy,
opraHu3alys OTAbIXa U T. [.), 100 TIepeuncIUThb Orpe/ie/IeHHYI0 CyMMY
JleHe>XKHBIX CPe/ICTB Ha YKa3aHHbIM pacueTHbINM CUeT /IJis OpraHu3aliuu 10cyra
TIPOBEPSIOIIUX WIN JOCTXKEHHUS] He0OXOIUMBIX TI0/I0KUTETbHBIX Pe3y/IbTaTOB
TIPOBEPKH.

Kak nocTynuTh B TaKOW CUTyaLum?
[IpepBaTh pa3roBOp U Mepe3BOHUThL TOMY, O KOM HUJeT pedb (/1Mo B yKa3aHHbIN
rocy/lapCcTBeHHbI opraH). Eciu TesieoH OTK/IIOUeH, HY>KHO CBSI3aThCSI C €ro
KOJUIeraMu, APy3bsSMU U POACTBEHHUKAMH [I7Isl yTOUHeHUsT THPOpMaIiu.
2. SMS-nipockba 0 momotiy.
SMS-coo0i11ieHus TT03BOJISIIOT YIIPOCTUTh CXeMy oOMaHa 110 TefieoHy. AGOHeHT
TIo/TydaeT Ha MOOW/TBHBIN TeredoH coobiieHue: «Y MeHs pobsiembl, KuHb 900
py0Jieit Ha 3TOT HOMep. MHe He 3BOHH, Tiepe3BOHI0 cam». Hepeako mobaBsieTcst
oOpaiiieHre «Mama», «Ipyr» Win apyrve. Ha coo0irieHus: ¢ He3HaKOMBIX HOMEpOB
pearrpoBaTh HeJlb3sl.
3. TenedoHHbIN HOMep-rpabuTeb.
Ha tenedon npuxoaut SMS ¢ npock60ii mepe3BOHUTh Ha YKa3aHHbIN HOMep
MobuibHOTO TenedoHa. [Ipockba MokeT ObITH 060CHOBAHA THOOOM TPUUMHOMN -
TIOMOIIIb JIPYTY, U3MeHeHue TapuOoB CBsI3H, PO6J/IeMbI CO CBsI3bIO WM C Baiieit
OaHKOBCKOI KapTou U Tak jasee. [Tocse Toro kKak Bel repe3BanuBaeTe, Bac go/ro
nepykaT Ha muHUK. Korja 3To HafloeiaeT, Bl OTK/IFOUaeTech - U OKa3bIBAeTCS, UTO
c Bamrero cuera crivicaHbl KpyTHbie CyMMbI. MOIlIEHHUKA PEruCTPUPYIOT TaKoh
CepBUC U PaCIIPOCTPAHSIOT HOMep 6e3 TpeyTnpekAeHrs O CHATHM TI/IaThl 3a
3BOHOK. EuHCTBeHHBIN ciocob 06e30macuTh cebst OT Terie)OHHBIX MOIIIEHHUKOB -
He 3BOHHUTh 110 He3HAKOMbIM HOMEPaM.



IpyTroii Bu/i MOIIIeHHUYeCTBa BBIT/IAAUT Tak. [Ipu 3aka3e Kakol-mbo ycayru
yepe3 K00l MOOUTLHOTO OTIepaTopa WX TIPU CKaUMBaHWK MOOMTIBHOTO KOHTEHTa
abOHEeHTY TIPUXOIUT TIPeAYTIPeXKjeHue Bia: «Bbl cobrpaeTech OTIPaBUTh
coo011[eHre Ha KOPOTKUI HOMep /IS TIO/ITBEPKJeHUS OTlePaLU, OTIIPaBbTe
coobirienue c uudpotii 1, a1 oTMeHsI ¢ 1dpoit 0». Ilpu oTnpaBke
TIOJTBEPXK/I€HUsI, CO cueTa abOHEeHTa CIUCHIBAIOTCS JieHe)XXHbIe CPe/ICTBa.
MollleHHUKM UCTIO/B3YIOT Crel[haabHble TIPOrpaMMbl, KOTOPbIE MO3BOJISIIOT
aBTOMAaTHYeCKU TeHepUpPOBaTh ThICSUM TaKUx coobieHuit. Cpa3y moce rnepeBoja
JleHer Ha (pasblIMBbIM CYeT OHM CHUMAarOTCA C TeseoHa. He ciiegyet 3BOHUTE 1O
HOMepY, C KOTOPOT'O OTIipaBjieHo SMS - BIOo/IHe BO3MOXXKHO, UTO B 3TOM Cjly4ae C
Bariero tenedoHa 6yjeT aBTOMaTHUYeCKU CHATA KPyITHasi CymMMa.

4. BbIUTPBILI B JIOTepee WA Kakoro-mbo mpu3a.

B cBsi3u ¢ poBe/leHeM BCEBO3MOXKHBIX PeK/IaMHbIX aKlMi, JI0Tepei U
PO3bITPHILIEH, 0COO€HHO C yUacTHeM paZiMOCTaHI[|M, MOIIIEHHUKH YacTo
WCTIOJTB3YIOT 3TO /IJIsi CBOEU JiesiTe/IbHOCTH U 06MaHa mozieid. Ha Barr MoOW/TBHBIN
TesiepoH, Kak TIPaBU/IO, B HOUHOE BpeMs - MPUXOAUT SMS- coo0biiieHus1, B KOTOPOM
TOBOPUTCS O TOM, UTO B pe3yJibTaTe TIPOBeiIeHHOM jioTeper Bbl BeMrpamu
aBTOMOOW/TL. Yarile Bcero, yIioMHUHAIOTCS M3BeCTHBIE MHOCTPAHHbBIE MO/IENH ,
Mapku. /1711 yTouHeHUs1 BCeX JleTajield Bac mpocsT moceTUThb omnpeziesieHHbIN CaluT U
03HAKOMUTBLCSI C YCIOBUSIMH aKLIMH, MO0 TTI03BOHUTH T10 OZJHOMY K3
BbIllIeyKa3aHHbIX Te/le()OHHbIX HOMEPOB. Bo BpeMst pa3roBopa MOIIIEHHUKHA
COO0O0II[al0T O TOM, YTO HaZl0 BBIMOHUTL Heo0xoquMble (HOPMaTbHOCTH: YII/IaTUTh
TOCTIOLIZTMHY ¥ 0()OPMUTH He0OX0JuMbIe IOKYMeHThI. [1jist 3Toro Heo6xogumo
TIePeYrC/IATh Ha CUeT CBOero MOOUTLHOTO JIeHEXKHYI0 CYyMMY, a 3aTeM HabpaTthb
oripefie/ieHHYI0 KOMOWHAIWIO [IU(P ¥ CUMBOJIOB, SIKOOBI [I7Is1 TIPOBEPKU U
TIO/TyUeHUs «Ko/ja peructpaiun». KomouHaiys 1iudp ¥ CMMBOJIOB, KOTOPYIO Bbi
HabuvpaeTe, Ha caMOM [ieJie SIBIsieTCsl KOZIoM, OJiaroiapsi KOTOpOMYy,
3/I0YMBILLJIEHHUKH TTOTYYar0T AOCTYII K ePeurc/ieHHbIM cpeficTBaM. Kak TObKO
Ko/l HabpaH, cueT 0OHY/IsSIeTCsl, @ MOLIIEHHUKU MCYe3al0T B HEU3BECTHOM
HarpaBJ/IeHUHU.

5. [IpocTou Koz, OT ornepaTopa CBSI3H.

[TocTyriaeT 3BOHOK, IKOOBI OT COTPYZHUKA CTY>KObI TEXHUUECKOH TIO/I/IePIKKH
oriepaTopa MOOW/ILHOM CBSI3H, C TIPe/IoyKeHHeM MOAKTI0UUTb HOBYIO
9KCKJ/TFO3UBHYIO YC/IYTY WK /1JIsl TilepeperucTpalvy Bo u3be)kaHre OTK/IIoUeHUst
CBSI3U M3-3a TeXHUUECKOTO CO0si, WK AJis y/IyullieHUs] KauecTBa CBs3U. [1is 3Toro
aboHeHTY Tipe/jlaraeTcsi HAOpaTh MO JUKTOBKY KO/, KOTODbI SIBIISIETCS
KOMOWHalIel fijisi OCyIIiecTB/IeHHs MOOUTBHOTO TIepeBo/ja IeHeXXHBIX CPEZICTB CO
cueTa abOHEHTa Ha CUeT 3/I0YMbIIIIEHHUKOB.

Kak rnocTynuTh B TaKOM CUTyalL[AN?



[Tepe3BoHUTH CBOEMY MOOHTBHOMY OTI€PATOPY /Il YTOUHEHHS YC/IOBUM, a TaKxkKe
y3HaTh, Kakasi CymMma CIHMILIeTCS C Balllero cyeTa npu oTrpaBke SMS uny 3BoHKe
Ha yKa3aHHBI HOMep, 3aTeM COOOIIUTe O MpHIIe/Iiei Ha Bar Tenedon
vH(popmaruu. Oneparop ornpezenT TOro, KTo OTIpasiseT 3Tu SMS u
3a0/I0KMpYeT ero akKayHr.
6. O1IMO0YHBIM TTepeBo/ CPeCTB.
AboHeHTy nioctyrnaeT SMS - coobilieHre 0 TTOCTYTJIEHWH CPeJICTB Ha ero CYeT C
TIOMOIIBI0 YCIYTH «MOOUMBHBIN MepeBoz». Cpa3y Iocsie 3TOro MoCTyIaeT 3BOHOK
Y My)KUMHa (W11 KeHll[iHa) coo0I1iaeT, 4ToO OIIMO0YHO TiepeBes IeHbI', TIPU 3TOM
TIPOCUT BEPHYTh UX 00paTHO TeM ke «MoOuIbHBIM TIepeBoZjoM». B
JIeHCTBUTE/TbHOCTH, [IeHbI'M He MOCTYTatoT Ha Tesie()OH, a YeJ0BeK MepeBOIUT
cBOU COOCTBeHHBIe cpeficTBa. Ec/iv TTI0O3BOHUTD 110 YKa3aHHOMY HOMEDY, OH MOJKET
ObITH BHe 30HBI IOCTYTIA.

Kak nocTtynuTe B TaKOW CUTyaLjum?
Ecm Bac nipocsT riepeBecTH, IKOObI OIIIMOOUHO TiepeBeIeHHYI0 CyMMY,
HarOMHUTe, UTO JJI1 3TOT0 UCMO/Ib3yeTcsl yeK. OTroBOpKa, UYTO «4eK MOTepsiH»,
CKOpee BCero, CBU/IeTe/ILCTBYET O TOM, UuTo ¢ Bamu 0011aeTcsi MOIIIeHHUK.

MoliileHHUYeCTBa C 0AHKOBCKMMU KapTaMH.
baHKOBCKasi KapTa — 3TO UHCTPYMEHT /IJisI COBepILIeHUs TlaTeXXel U AoCTyIa K
Ha/JIMYHBIM Cpe/ICTBaM Ha cuéTe, He TPeOYIOIIUi AJisi TOr0 NMPUCYTCTBUS B OaHKe.
Ho nipocToTa rcro/ib30BaHusl 0aHKOBCKUX KapT OCTaBJ/IsieT MHOXKECTBO Jla3eek st
MOILLIEHHUKOB.
1. Bam npuxoaut coobirieHre o ToM, uTo Baiila 6aHKOBCKasi KapTa
3absiokrpoBaHa. [1pe/iaraeTcs 6ecriyiaTHO MO3BOHUTE Ha OTIpe/ie/IeHHbIN HoMep
JJ1s TIOJTydeHus TioipoOHoM nHbopMali. Korga Bel 3BoHUTE TI0 yKa3aHHOMY
TesieoHy, To BaM co0OII[at0T 0 TOM, UTO Ha CepBepe, OTBEUAIOIL[eM 3a
oOcy)KMBaHHWe KapThl, TTPOKM30I1Ies cO0M, a 3aTeM ITPOCSAT COOOIUTE HOMEP KapThI
u [IH-kop n/1s ee riepepervcrpalyi. 3/10yMbIILIEHHUKAM HY>KEH JIMILIb HOMED
Bareit kaptel u [IMH-K0/1, Kak To/ibko Bl X coo01IuTe, 1€HLI'W Oy IyT CHATHI C
Baiuero cuera.
Hu osiHa opranu3aiiys, BK/atouasi 0aHK, He BripaBe TpeboBath Bam [TMH-kox! s
TOT'0, YTOOBI TIPOBEPUTH MOCTYIIMBIIYIO UHPOPMALUIO 0 6/I0KMPOBAaHUU KapThl,
HeoOX0IMMO TT03BOHUTD B KIIMEHTCKYI0 CTy»KO0y roaaep>xky 6aHka. CKopee Bcero,
Bam oTBeTsT, UTO HUKaKHUX cO0OEB Ha cepBepe He MPOMCXO/W/I0, a Batia kapTa
TIpoZio/bKaeT 06CTyKUBaThCSI GAHKOMAaTOM.
2. Eciiu Bel yTpaTumm KapTy HeMe/JIeHHO ee OJIOKHpYyTe.
3. Ilpu ipoBeieHWM OTiepalivii ¢ KapTo# MOMb3yNTeCh TOJILKO TeMH OaHKOMaTaMH,
KOTOpbIe PACITONI0KeHbl B 0e30IMaCHBIX MeCTaxX U 000py10BaHbl CUCTEMOM



BU/Ie0HA0/TIOIeHNST ¥ OXPaHOM.

4. Copepiiiasi orieparyy IaCTUKOBOM KapTOH, cjiefiuTe, uTOObI psiZioM He ObIIo
rocTopoHHUX mozei. Habupasi [IMH-Ko, IpUKphIBaiiTe KIaBUATypy PyKOM.

5. ObparraiiTe BHUMaHHe Ha KapTOIIPHEMHHMK M KIlaBUaTypy 6aHkoMara. Ecmi oHu
000py/10BaHbl KAKUMH-/TUOO ZIOTIO/THATETbHBIMH YCTPOHMCTBAMH, TO OT
WICTI0/Tb30BaHUs JAHHOTO OaHKOMara JIydilie BO3Zep>KaTbCs U COOOIIUTL O CBOUX
MOZI03PEHUSIX T10 YKa3aHHOMY Ha HeM TeniehOHy».

6. Ecmu 6aHKoMart [jo/iroe BpeMsi HAXOZUTCS B PeXKUMe OXKUAAHUS UIN
CaMOITPOU3BOJILHO Tepe3arpy»KaeTcs - OTKa’KUTeCh , OT ero UCTI0JIb30BaHUS.
Besvika BepOSITHOCTb TOTO, YTO OH IeperporpaMMUPOBaH 3/10yMbIIIEHHUKAMH.
7. nst mpoBe/ieHus OT1aThl 0@CKOHTAKTHOM KapToi PeKOMeHyeTCsl TIPOCTO
TIPWIOXKUTH eé K TepmuHainy. Beoa [TMH-koza He TpebyeTcs, ecyii cymMMa He
nipeBbitiiaeT 1 000 py6sieii. [Tpy 3TOM KOMMUECTBO PaCXOAHBIX TPAH3aKI[Ui He
OrpaHUYeHo.

bynbre BHUMaTe/bHE!!



